
POWERLESS BY DESIGN
It's getting political



HI, I'M CHETAN

Software developer
Mostly web dev
Tinkerer
Use open source
Some open source contributions
Occasionally experimenting with LLMs



I build COGS 
 - Tom 
 - Guy 
 
Who are here - (NEXT SLIDE)
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I have used Apple and Google products for years



Well integrated 
reliable 
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big fan 
<3 Inbox 
- clean 
- user friendly 
- useful 
 
sunset 
 
I felt powerless 
Google powerful 
 
...lots more things sunset 
e.g. reader 
 
made me think 
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trying to use Google less 
 
I looked at my search history & takeout: 
- way too much info 
- location 
- profiling 
- pictures 
- every email 
 
Way too much for one person to know about me 
Sleepwalking -> building value for them 
 
"let me tell you what doesn't feel right" 
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GOOGLE REVENUE

$102,346,000,000

in the last 3 months

COST TO ME

    $0

$100bn



First time over $100b in a quarter 
Profit keeps going up 
 
Hardly charge users 
 
Everybody wins, right? 
RIGHT? 
Mostly... (shareholders)
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How did Google get here? (NEXT)
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In 1996 Larry Page and Sergey Brin started BackRub 
  - links between web pages as a graph 
 
1998: outgrew Standford, started Google
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PageRank (proprietary) 
popular sites at the top 
 
As "Page Rank" improves -> more traffic 
 
Traffic -> monetise (usually ads) 
~every site has ads 
 
2014: Google IPO, valuation $23bn 
 
More ads -> slower sites 
 
-> 2015: AMP launched (Accelerated Mobile Pages) 
"Make the web great again" (Just before Trump...) 
Spec for Google-accessible sites -> can index more easily 
Hosted on Google domain (by default) - no traffic 
Maintains monopoly 
Sometimes sites were slower 
 
Websites powerless 
Google in control 
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Google pay Apple $20b+ 
Default search on iOS 
Must be worth more... 
 
Google pays Mozilla 
Default search on Firefox 
Google funding community projects...? 
85% income from Google search deal 
Must be worth more... 
 
2025: US ruled "not a monopoly" because you can swiitch 
Monopoly on default option 
Most people won't change 
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Today: lots of products 
 
Search is 57% of revenue 2023, 2024 
 
How does search make money?
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GARY WANT TO SELL YOU
RAZORS
 

 

 

 

Plan of action:

1. Place ads
2. ???
3. Profit!!!

G
A

R
Y

'S

G



(How does search make money.) 
 
(razors: the best way to make money on the internet atm??) 
 
Naive: ads on every search 
 
signals: 
 - search "buy" 
 - repeat visitor 
 - visited competitor 
 
IP (machine address) can give location (e.g. we only sell in UK) 
32 bit (IPv4), hierarchical 
accurate to town/village level 
 
want to target men, 18 - 30 (focus group says most likely) 
Place bid: keywords, target audience 
More specific -> more expensive 
More bids -> more expensive 
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2 pages of sponsored + affiliate links 
before search results 
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Find advertisers yourself 
or Google finds them 
+ search ads 
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(Web feel like this) 
like the old days
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How does Google know so much? 
 
 
GA: Best-in-class web analytics 
 
Add 
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More free Google web products 
 
Each leaves a tracker 
 
Used a lot! 
 
GMail: 
 - contents of every email 
 - who
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Open source up to a point 
 
Phones bundled with Google apps (except China) 
- gmail 
- chrome 
- calendar 
 
Requires Google Play Services 
- lots of permissions 
- can update itself 
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DRM: controvertial when added to web standards 
Support from Netflix, Google, MS 
 
Widvine: 
Implementation of DRM 
Netflix, Disney+, Spotify,  BBC iPlayer, HBO, Udemy, etc, etc, etc 
 
Largest DRM provider 
 
Google server allows decrypting and playing content 
 
Very opaque 
 
latest branding removes "Google"
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Chromium open source 
 
Manifest v3: ad blockers less effective 
 
Chrome closed source: 
 - Sign in to Google account (can auto sign in on sites) 
 - Widevine DRM 
 - Text to speech 
 - LLMs 
 
Spec is open, implementation closed source 
 
Google hosted stable builds 
auto updates 
 
Open source: have to build their own 
Canonical (Ubuntu), Raspberry Pi 
 
Pupetteer: Uses Chrome testing 
(not Chromium) 
 
Default seach engine: Google
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73%



73% 
market share increasing 
MUCH more than everyone combined 
 
monopoly -> web standards at risk 
Best standard we have 
building apps that respect users 
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Picking on Google. 
 
Meta Pixel works the same way 
origin: 1x1 pixel, in case JS turned off 
 -> collects data 
 
2/3 ad revenue of Google 
Growing 2x YoY .... (compounded!) 
 
Data shared with Pixel across 
- Facebook 
- Instagram 
- Threads 
- Whatsapp 
 
"Will go quite far to get data about you" 
 
2024: Meta "localhost" tracking 
- Android FB + Instagram app 
- localhost WebRTC server 
- Pixel tracker sends _fbp cookie to open port on localhost 
- Same message sent to www.facebook.com/tr 
- Can match them up 
 
Tracking across sites, even in incognito mode 
Could be sued for up to 32bn EUR (UK, EU combined) 
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Yandex did the same  
since 2017! 
3 million sites 
(Russian, similar to Google) 
 
Top 100,000 sites: 
- Meta Pixel on ~78% of sites (even without consent) 
- Yandex equiv on ~84% of sites 
 
Both now stopped 
 





-> cookies 
-> popups (asks kindly) 
 
GA, Meta Pixel, etc. leads to this 
 
asking to track you across domains 
 
(what do these mean..? yes I did click "?")
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"in reality ad tracking requests
comprise about 19.6% of traffic"

"these requests are ‘hidden,’ i.e.
dependent on other ad domains
loading"

 

adguard.com



Increasing 
 
trackers load other trackers -> almost 1/5th! 
 
So much bandwidth, CPU 
...energy!
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2024: 99% of top 10,000 websites have  Google tracker 
(e.g. Google Analytics) 
 
 
but what if you don't use Google, or even Facebook, Meta products...
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"I DON'T USE FACEBOOK"
 

"I check it occasionally"

 

"I just have an account"

 

"I don't stay signed in"

 



I hear this a lot. 
 
YOU ARE USING IT. 
 
Tracked across sites 
Creating value for these companies
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they know a lot 
 
over 10 years ago! 
 
weirds me out
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LET'S TALK ABOUT      



2022: Elon Musk 
Fired lots of staff 
Removed a lot of content moderation 
 
Twitter bad enough... 
 
Promised open source algorithm 
Sort of... 
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7f90d0ca342b928b479b512ec51ac2c3821f5922



 
** more here ** 
Since, created Grok 
Free access to comment on X 
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*you know this" 
 
Most valuable content: Extreme
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Make me feel like this. 
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Who watched this? 
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"THE GREAT HACK"

"Cambridge Analytica misused intimate personal Facebook data to micro-target and
manipulate swing voters in the US election"

-- Amnesty International

 



Ads system 
Used for politics
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1 year earlier  
author: Carole Cadwalladr 
Carole was repeatedly sued, sent death threats. 
 
Who was frightened by the film? (Not jump scares, but how the world is shifting.) 
 
What did you learn? 
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2017



2017: One year before original Observer article
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2017 (same year): 
New company 
approx the same
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7 years ago. 
Who knows what influence they have now 
Difficult to unpick 
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Anyway...



WHAT DO YOU DIFFERENTLY NOW?



To those watched the film/read articles...
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WHAT DOES POLITICS DO DIFFERENTLY
NOW?



accepted
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HE STILL HASN'T
MENTIONED AI



there's a lot 
it's all changing fast
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Creeping into everything: 
Search 
Chat 
Design 
dev 
 
LLMs: 
Answers without visiting site 
Web revenue from traffic 📉  
 
FOMO / left behind: 
- Users 
- Companies 
- Investors 
 
LLMs -> Mansplainers 
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IT'S EVERYWHERE, BUT WHY?





Crazy money 
piling in �   
 
Investor FOMO 
 
race for AGI - aka control God 
control the system that everyone uses to create their systems 
control their actions 
control their opinions 
is that not god?
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I think there's more... 
 
american tech billionaires 
+ Trump 
 
creating a feedback loop 
Power -> wealth -> more power -> more wealth 
We become powerless 
 
Tesla tempting him: 
- $1tn (conditional) 
- Already richest person (almost 2x next) 
- Distracted by Grok - create Musk worldview 
- More than GDP of Saudi Arabi (20th in the world, 2024) 
 
Panorama doc last week 
Peter Thiel
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especially... 
day by day, more authoritarian 
 
much more to say 
still unfolding 
 
do we want to allow it? 
unchecked extreme capitalism 
 
are we complicit? 
using platforms that allow it to happen 
-> giving data 
-> usage = a vote for what they stand for 
 
what services are you using? what do they stand for?
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WHO IS HELPING?
 

Federal Trade Commission (USA)

 

Ofcom (UK)

 

Digital Markets Act (EU)

 



 
FTC (US) 
Amazon artificial price inflation (2015 - 2019) 
Sued 2023 
$1b value 
(focus shift: prevent monopolies -> freedom of expression) 
 
Ofcom 
- Right to portability (take mobile number with you) - 
  - First version: EU 
  - Ofcom made the requirement stricter 
 
EU 
- Cookies 
- GDPR - stop sharing data about you 
- Right to delete your data 
- €2.42 aintritrus fine for Google favouring Google Shopping results 
 - Whatsapp required to allow "third-party" messaging in app 
  (because monopoly!) 
  coming soon
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I ❤ 



doing more that most to protect us 
prevent monopolies 
 
helping us keep powerful 
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New wave platffoms  
 
Give directly 
You: small amount 
Creator: A career 
 
Patreon: YouTube creators 
Bandcamp: Bands 
Substack: Email newsletters 
Discord: Online community, subscriptions for perks 
 
Fave substack: Fix The News
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Users now understand 
Choosing: privacy or payment 
 
...or is media finding ways to survive? 
 
IMO payment less convenient
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WHAT CAN WE DO?

...AS COMPANIES
...AS MANAGERS

...AS DEVELOPERS
...AS CONSUMERS

...AS INFLUENCERS



PERMISSIONS
No thanks



Say no by default 
No perpetual access (OS can help now) 
 
Turn off email notifications!!! 
Default: No notifications (opt-in, Thanks Apple) 
Important ones: Make them silent (bliss!) 
 
Contacts access 
- at worst, spamming friends/family  
- some apps require it, don't use 
 
Developers: 
Ask when needed 
Not required to function
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PULL > PUSH



Disable autoplay (Netflix, YouTube) 
 
Pay for no ads 
Block ads 
- Turn off suggested content 
- Turn of javascript 
  - the web still works, right? 
 
Companies: Don't rely on ads 
Or minimal, relevant ones 
 
I see almost no ads day-to-day 
- Some sponsored content in emails 
 
Infinite scroll - no! (addictive) 
Try turning off Instagram for 1 week 
- Longer 
- After a while, you can delete it 
 
Design for moderate usage 
e.g. Email newsletters 
TLDR, Pointer 
 
Unsubscribe from emails you don't want 
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NEWS



Ground News - shows bias 
Kagi - aggregated 
The Nerve - new. culture, politics tech from (former Guardian/Observer, independent) 
The Citizens - Democracy, data rights 
 
- Multiple sources 
  - e.g. abroad (Al Jazeera) 
- Pay 
 
Don't rely on socials 
They feed you a bad content diet 
(a bit like supermarkets) 
 
"FOR THE PROFIT OF" - (PAUSE) 
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on these platforms where you are powerless 
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BROWSER



Brave 
Blocks tracking 
Isolates domains 
Chromium based - lots more forks! 
 
Firefox (Mozilla) 
Not Chromium! 
A LOT of web stanards work 
Best documentation 
Tracker blocking built in 
- can dial it up 
 
Orion 
Webkit! 
Speed 
Privacy in mind 
(I used it for this. Just works.) 
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SEARCH



DuckDuckGo 
privacy, non-targeted ads 
 
Kagi 
aggregator, paid, great! 
 
Mojeek 
local 
how do they make money? I asked! 
(sell search service to businesses) 
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MESSAGING



Signal: Similar UI to Whatsapp 
- founder by Whatsapp co-founder 
- privacy first 
Fully encrypted by design 
Open source 
Non profit 
Pay if you can 
 
Telegram privacy first 
Pay for premium features 
 
With friends: 
Slack, Discord (freemium) 
 
RCS: Global messenger standard 
You already have it 
- Typing indicator 
- Replies 
- Reactions 
- Groups 
 
In theory: Replaces apps 
iOS: Supported (on by default since iOS 18) - Thanks EU! 
Green bubble shame 
Android: Different phone, different app 
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EMAIL



I rely on email.  
Privacy, security important 
 
FastMail 
I use it (w/ custom domain) 
 
Proton Mail (includes VPN) 
 
inc. "throwaway" email addresses 
 
Super easy to migrate 
IMAP allows this 
 
inc. calendar, contacts, notes, files 
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VPN



Protect your location from being tracked  
(IP address) 
 
loads!
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PHOTOS



long time Google Photos fan 
 
same features 
 
encrypted 
 
on device: 
- duplication 
- search for faces 
 
--- 
 
LOADS more alternatives out there 
Just have to search (...not with ads?)
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SHOW SUPPORT



Open source - (although AI scraping...) 
File issues, create PRs, contribute 
Donate 
Company: Set aside cash, give back 
 
Pay for apps/services 
Companies/indie: Charge for value 
 
Independent businesses need your cash 
Do you like their ethos? 
Do they care about your interests? 
 
Wikipedia - incredible resource for the world 
Donate 
Most cash goes to moderation 
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DISCUSS



 
Find groups 
Meet people IRL - e.g. here 
groups/data can't be bought 
 
Individual Action Signal group 
 
**You have influence** 
You are probably the "tech" person amongst friends/family 
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MY RULES OF THUMB
 

Clear business model

Privacy first

Open standards

Switch easily



What's good for society? 
 
Privacy - **Not profiting from you** 
 
Swith in or out 
 
This + attracting customers = good product
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TRY SOMETHING NEW

More about me: 

I'm not on socials. Let's chat IRL.

chetbox.com

http://chetbox.com/


My challenge to you 
 
Service you want to try? 
First step is easy 
Few £ to try is not much 
 
Be curios 
Be brave 
 
Try something new 
Stick with it 
What could you change? 
Can you help? 
 
--- 
 
happy to chat

Speaker notes


